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There are no translations available.

Ha caiite xypHana "MexayHaponHas XuU3Hb" onybnvMKoBaH TEKCT BbICTYNNEHUS
Mpesunpenta HWNITIOB, npodeccopa MITMIMO (Y), M Poccun A.N.CMmnpHOBA Ha KPYr10M
cTone: "Mpo6nembl COBPEMEHHbIX
MeX/AYHapoOHbIX OTHOLLUEHWN B KOHTEKCTe KubepnpoctpaHcTBa'"

XypHana "MexayHapogHas Xu3Hb" (B pamkax [ecatoro MexayHapoaHoro gpopyma
«MapTHepcTBO rocypapcrea, bM3Heca U rpax,gaHckoro obuiectsa npu obecneyeHum
MeXAyHapoaHoOW MHopMaLMOHHOW 6e30NacHOCTUY

, Tapmuw-NapTenkunpxeH, Fepmanuns, 27 anpens 2016 roga).

MopopobHee ...

«Industry 4.0» B guckypce mexanyHapoaHou

nHcbopmaumoHHON 6e3onacHoOCTU - B3rnsag us Poccun»

13:45 14.06.2016 AnaTtonuin VisaHoBu4 CmupHOB, MNpesnaeHt AHO «HaunoHanbHbIR
WHCTUTYT uccnenoanHuii rnobanbHoi 6e3onacHocTn», YpeaBblyarHblil 1 [T0NHOMOYHLI
MocnaHHuk P® B oTcTaske, O.n.H. npogeccop MI'MMO (Y) ML Poccun

W3 BbicTynneHus Ha Kpyrnom crone: "[pobnembl COBPEMEHHbIX MEXAYHaPOAHbIX OTHOLWEHWI B
KOHTeKCTe knbeprpocTpaHcTBa" XypHana "MexayHapoaHas xu3Hb" (B pamkax Lecsitoro
MexxayHapoaHoro gpopyma «llapTHepcTBo rocyaapcrsa, buaHeca v rpaxaaHckoro obwecrsa
npu obecrieHeHnn MexXayHapoaHoN NHGhoPMaLMOHHOV 6e30rnacHoCT»)
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rapmuwi-fiapreHkupxeH, l'epmaHuns, 27 anpensi 2016 rona

YBaxaemble konneru!

MnaHeTa oxBayeHa becnpeLeneHTHON TEXHONOrMYeckoi pesontounein. painsepom eé
goeHoMeHa nocnegHue noseeka sABNATCAa NUHPOPMaLNOHHO-KOMMYHUKALMOHHbBIE TEXHONOI UK
(UKT). NpoHn3biBas npakTMyeckn BCce CTpaTthl ULMBUNNI3ALN, OHWU, HAPSOY C HECOMHEHHbIM
NO3UTUBOM, PE3KO 0BOCTPUNIN FrEONONNTNYECKYIO TYPOYNEHTHOCTb.

Hanbonee emko cnoxmsascs cutyaums oueHeHa B CTpaTermm HaumoHanbHoi 6e30nacHoCTu
Poccun (yTBepxaeHa Ykasom MpesnneHta Poccun 31 gekabps 2015 r. Ne 683): ««Bce
bonblee BANSHNE HA XapaKTep MeXyHapoaHOW 06CTaHOBKM OKa3biBaeT yCUINBAIOWEECS
npoTuBobopCTBO B rnobanbHOM MHGOPMALMOHHOM NPOCTPaHCTBE, 00yCNOBNEHHOE
CTPEMNIEHNEM HEKOTOPbIX CTPaH UCMNONb30BaTh NHGOPMALMOHHbIE N KOMMYHUKALMOHHbIE
TEXHONOrUM AN OOCTUXEHNS CBOMX FEONONNTUYECKUX LIENEN, B TOM YMCTE NYyTEM

MaHWMy nMpPoBaHNs 0OLWECTBEHHbIM CO3HAHMEM U ddanbcudomkaumm nctopum.»[1]

B aTux ycnoBusix TpyaHO NepeoLeHnTb BaxXHOCTb NpuHAToln "'eHaccambneein OOH B
ceHTs1I6pe 2015 r. pe3ontoumnn «MNpeobpasoBaHne Hawero Mupa: NoeecTtka aHs B obnacTtu
yCTOMYMBOro passutug Ha nepuofd oo 2030 r.», cogepxaluen 17 uenen 169 3anay.[2]

B BbicTynneHnn Munuctpa nHoctpaHHbix gen Poccum C.B.JTlaBpoa Ha CammuTe no
I"nobanbHoI NoBecTke AHS B 06nactu pa3sutus Ha nepuog nocne 2015 roga 6bino BHECEHO
KOHKpeTHoe npegnoxeHue: «Mbl 4acTO roBOpUM O HELENMMOCTU MEXAYHapPO4HOro Mupa v
6e3onacHocTu. HoBasi coumanbHO-3KOHOMMYEcKas NOBECTKA OHS OONXKHA 3aKPennTb TakXxe U
NOHVMaHWe HeOEeNUMOCTI YCTONYMBOro passntuns... OcobeHHO BaxHO obecneynTb
crnpaBennuBbie YCNOBUS TOProBAW U PaCWIMPUTb AOCTYN K NepenoBbIM TEXHONOMMAM.»[3]

Cnosa C.B. JlaBpoBa 6611 ycnblwaHbl U BKIOYEHbI B Lenb 9 NpuHATOM MoBECTKM OHS:
«Co3naHne CTOMKON MHpaCTPYKTYypbl, COOENCTBUE BCEOXBATHON U YCTONYNBOM
NHOYCTpUanusauumn n HHoBauunam».[4]

2/15



14 noHsa 2016 .

F'A OOH. MNpeobpazoeaHne Hawero mupa: NMoeecTKa gHA B obnacTu
YCTOWYWMBOro paseMTUA Ha nepuog ao 2030 r. (17 yenein 169 zapay)

Transforming our world: the 2030 Agenda for Sustainable
Development (17 Goals and 169 targets)

Uniked Kot X Goal 9. Build resilient infrastructure, promote
inclusive and sustainable industrialization and
@ General Assembly el fOSHEr innovation
LHenk 9. Coznadve cToRKOR MHDpacTPYKTY DI,
ConencTBWE BCEOXBATHOW W YETORYHMBONR
WHAYCTPUANW3aLUWMKH U HHHOBALIWAM

il
Lus b B

Kesal wimn acdopird bry the General Nssernbby on 25 Seplomber 1013
e b e 9. ¢ Significantly increase accessto
. T sl e MR gl information and communications technology
and strive to provide universal and affordable
access to the Intermnet in least developed
countries by 2020
9. ¢ CyllecTBeHHO pacllMpiTe AocTyn K WMKT

W CTPpeMUTLCA K obecnedeHnio Bceobllero n
Henopororo AocTyna K VIHTEepHeTY B HaUWMeHee
pasBUTeIX cTpanax Kk 2020 rony

Kak 3asiBun N'eHcek OOH lMaH 't MyH «17 ueneii B o6nacTu yCTONYMBOro pasButnst — aTo
Hawe obuwee NOHMMaHVe NyTe PasBUTUS YENOBEYECTBA N COUMANbHbIA KOHTPAKT MeXay
MVPOBbIMY N1OepaMn 1 HaceneHneM, aTo nepedeHb oen ong niogen N nnaHeTbl U NyTb K
ycnexy».[5]

B nokymeHTe, BcTynumeliem B cuny 1 sHBaps 2016 r., nogyepkmBaeTcs HeE06X0ANMOCTb
MoOmnn3aumnm cpeacTs Ans AocTuxeHus Llenei, B T.4. OMHAHCOBbIX PECYPCOB, pa3paboTku
HOBbIX TEXHOMIOrNIA 1 YKPENIeHnsa ponu napTHEPCTB.

B aTOM KOHTEKCTE NpeacTaBnsaeTcs BeCbMa CBOEBPEMEHHBIM BbIHECEHME anckypca “IV
NPOMbILIEHHAS PEBOMOLNS» B KAYECTBE TUTYNbHON TeMbl BCeEMMPHOro aKOHOMMYECKOro
gopyma (BO®d) B Hdasoce: (20-23.01. 2016 r.).[6]
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Mpe3nneHT n ocHoBatenb BO® Knayc LBab nocBATUN faHHOR TeMe CBOK HOBYIO KHUrY.[7] B
Hel OH 0TMeYaeT, 4TO B MEePBOW MPOMbILWIEHHOW PEBONOLMN CUNa BOAbI U nNapa no3sonuna
MexaHn3npoBaTb NPOM3BOACTBO. Bo BTOPOM anekTposHeprusa ncnonb3osanacb ons
opraHv3aumv MaccoBoro npomssoacTea. B Tpetben anektpoHuka n KT aBTomatmsnposanu
NPOM3BOLCTBO.

YeTBepTaa npombilineHHas pesontouusa (Industry 4.0) - 3T0 KOHBepreHUUsa TeXHONOrun,
KOTOpble pa3MbIBalOT rpaHuLLbl Mexay cousanyeckon, umcoposom n buonoruyeckon
chepamum.

Cnepyet 0TMETUTb, YTO POOMHOI NEePBOI PEBONOLMM NPUHSTO cunTaTbh BenvkobputaHutio,
BTopont — CLUA, TpeTben — CLWLIA n EC, a yetBepton — EC.

3BonNUMA NPOMbILLUNEHHbLIX PEBONHOLUUA

The 4th Industrial Revolution - Industry 4.0

2nd

conveyor belt

=\ :
. . Avtomation
1782 Industrialization

Power generation
Mechaonical automation
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Psan poccunckux akcnepTos, passmsas Teopuio unknos KoHgpatbesa, oTHOcAT Industry 4.0 k
LWeCTOMY TEXHONIOTMYECKOMY yKnaay — KOHBEPreHUMN HaHO-61M0-UHMO- 1 KOrTHOTEXHONOT A
(HBUK-TexHonorui). [8]

1770 1830 1880 1930 1970 2010 T R e

e —e ,
MOy CTPHanimMan pemonOuns J

Huhopaaymonsan P o0 s s

Industry 4.0 cTuMynmMpyeT TEXHONOrMYECKME NPOPbIBbI B TAKNX 06N1aCTAX, Kak MCKYCCTBEHHbIN
pasyMm, poboToTEXHMKA, «MHTEPHET Belwel» (Internet of Things, 10T), 3D-nevartb,
HaHOTEXHONMOrnn, BUOTEXHONOr MK, MaTepnanoBeneHne, XxpaHeHNe 3HEPTrM N KBAHTOBbLIE
BblHUCNEHUS.

Mpy 3TOM 3/1IEMEHTBI UCKYCCTBEHHOMO pasyMa MOXHO YXe CEeroHs peanbHo BUAOETb Ha
npuMepe camoynpaBnsieMbix aBTOMOBUNeR, 6eCnMNOTHUKOB, BUPTYanbHbIX MOMOLHUKOB 1
nporpamm, crnocobHbIX MePeBOANTb C MHOCTPAHHbIX 13bIKOB, MHBECTMPOBATb, paspabaTbiBaTtb
HOBblE NekapcTBa 1, Aaxe, MPOrHO3npPoBaTh KybTyPHbIE NHTEPECHI.
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lMnoHepoM Industry 4.0 ctana ®PI", cosnaswas eé koHuenuuto ewe B 2011 r. o cyTtwn, - 310
Npoun3BoACTBEHHAS (OOpPMa, KBMBANEHTHas [0T, B KOTOpOM npeameThl (0T aBToMobunei oo
TOCTEpPOB) B3auMOAenCcTBYOT MUHysa nioger (M2M). o oueHkaM pbiIHOYHAs CTOUMOCTb,
reHepupyemas loT, kak gpansepom Industry 4.0, coctasmt K 2020 r. HECKO/IbKO TPUNSIMOHOB
nonnapos CWA.[9]

Industry 4.0 nocteneHHo oxBaTbiBaeT Becb mup. Tak, CLUA B 2014 r. co3panu
HekoMmepyecknin koHcopuuyM Industrial Internet B coctase General Electric, AT&T, IBM u Intel.
OTkpbiBwascs 26 anpens 2016 r. 8B [[aHHOBepe BbiCTaBka NOATBEPAMIA LAHHbBIA TPEHL U
BbICOKYIO 3(PPEKTUBHOCTb npuMeHeHus nnatdgopmsbl Industry 4.0.[10]

BmecTe ¢ TeM, MUHUCTP 3koHOMUKM DPPI™ 3. Mabpuanb Bbickasan onaceHue, 4to «bonbwune
naHHble» (big data), Heobxoaumble ans Industry 4.0, cobupatoTcsi He HaunoHanbHbLIMU
KOMNaHnsiMK, a YeTbipbMsa onpmamm n3 KpemHneson nonvHbl.[11] PaHee o TexHonornyeckom
wnunoHaxe AHB CLWA npotus coupmbl «CuMeHC» pacckasan B MHTEPBbIO TenekaHany Pl
ARD 3. CHoypneH.[12]

B 6onee wnpokom nnaHe 06 yrpose Ana Mex.ayHaponHoin 6esonacHocTy npeaynpexnaet B
ceoeii kHure Knayc LWeBa6. OH npenckasbiBaeT, 4To Industry 4.0 cnocobHa okasaTb CUMbHOE
BO34ENCTBMNE HA HALIMOHANbHYIO 1 MEXAyHapoaHy 6e30nacHOCTb, MO0 MCTOPUS BOUH —
3TO UCTOPUSA TEXHOJIOrMYECKUX NPOpPbLIBOB

LLIBab oTMeYaeT, 4TO KOHP KTl MEX Ay CTpaHaMm HOCST Bce bonee rmbpuaHblii xapakTep.
["paHuLbl MeX 4y BOWHON M MMPOM, BOIOKOLWEN U HEBOIOKOLWLEA CTOPOHAMN, faXxe Mexay
HacuIMeM 1 ero OTCYyTCTBMEM (Hanpumep, KM6epBoiHa) CTAHOBATCS BCE MEHEE YETKUMMN.

MNpw 3TOM Ha CerofHs HeT eaAMHOro NOHMMaHNS TEPMUHA «TNMOPUAHbIE» BOWHbI,
obo3HavarLero cornacoBaHHOE NPUMEHEHNE NONUTUKO-AMMNIOMATNYECKHUX,
NHGOPMALMOHHO-MCUXONOMMYECKMX, SKOHOMUYECKMX N CUNOBbLIX MHCTPYMEHTOB ANS
LOCTUXEHNs cTpaTtermnyeckmx uenei. lnpoko ynotpebnsitotca Takme onpeneneHms, kak

"HesiBHble BOEHHble AeNCTBUSA", "HeNMHENHbIE", "acuMMeTpuYHbIe", "HeTpaauUNOHHbIE",
"rmbpuaHble” 1 T.4. onepaumn.
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Cnepyet 0TMETUTb, 4TO B 3kcnepTHbIx kpyrax HATO nnst o6o3HavyeHUst skobbl HeraTMBHOM
ponun Poccum B KPU3UCHBIX TOYKax, kKak NpaBnio, UCMob3yeTcs NOHSATME "rTmbpnaHbie
BOMHbI".[13]

HarnsgHo sBonounio nepexona Yenosevyectsa Kk BOMHaM HOBOrO NOKONEHNS faeT cnenyowas
cxema.[14]

AvHaMmuka nameHeHnsa CoOoTHoLeHnA BoeBon
HeboeBoOW AeATerNbHOCTKM BOWCK (cun) Ha none ©

EOEBAR
AEATENBHOCTEB

1X -
HEBOEBAR XX =

AEATENEHOCT i

ww PN

B aTOM KOHTEKCTE yMECTHO HanoMHUTb 3asaeneHne Cekpetapsa Coseta besonacHocTn Poccum
H.M.MaTtpywesa «O yeTBEpTON MEX AYHAPOOHOW BCTPEYE BbICOKUX NPpeacTaBuTenen,
Kypupyowmx Bonpockl 6eaonacHoctu»(r. BnagmeocTok, 2 - 4 nions 2013 r.).[15]

1-A uwpnIan
BOMHA

2R MHpoBaR
BOHHA
Havano
XXl e

Cepenmna

B 3asBneHnn 66110 0TMEYEHO, YTO B pamMkax BCTpeym bbio ¢ MHTepecoM 3acnywaHo
coobLeHe POCCUINCKO Aeneraumm 0 COBPEMEHHOM 3Tane KOHBEPreHUMM HayK U TEXHONOT Ui
Kak anbTepHaTMBHOro 0TBETA Ha HOBbIE Bbl30BbI M Yrpo3bl rNobanbHOro xapakTepa.
OOHOBpEMEHHO noa4vepkmBanacb He06xoAMMOCTb (OOPMUPOBAHMS HOBOIO 0P EKTUBHOIO
MeXOyHapo4HOro MexaHuama anst obecneyeHme MexoyHapoaHoi 6e3onacHoCTu, B T.4.
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NHCPOPMALIMOHHON.

CnepnyeT yTO4YHUTb, 4TO «OCHOBbI FOCYAAPCTBEHHON NONNTUKK Poccuiickon denepaunn B
obnactu MexayHapoaHoi MHdopMaumnoHHo 6esonacHocTy Ha nepuoa oo 2020 ropa»
(yTBepxaeHbl MpeanaeHTom PD® 24 uons 2013 r. Mp-1753) onpenenunu yrpo3oii B obnacTtu
MeX AyHapOoLHOW MHApopMaLumoHHon 6e3onacHocTn (MAB) ncnonb3osanue VIKT B cnepytowmx
uensax:[16]

a) B KauecTBe MHPOPMALIMOHHOIO OPYXMUS B BOEHHO-MONUTUYECKMX LENSsiX,
NPOTMBOPEYaLWMX MEX AYHAPOLHOMY NPaBy, A5 OCYLECTBNEHNS BPaX AeOHbIX AEACTBUA 1
aKTOB arpeccuu, HanpaBfieHHbIX HA ONCKPEANTaLUMIO CyBEPEHMTETA, HapyLIeHne
TeppuUTOpMnanbHOM LLEeNOCTHOCTM FOCYyAapCTB U NPELACTABNSIOWNX Yrpo3y MeX AyHapOoaHOMY
MUpy, 6e30MacHOCTM 1 CTpaTernyeckon ctabrnnbHoOCTY;

6) B TEepPPOPUCTUYECKUX LIeNSX, B TOM Y/CNE AN OKasaHWs 0eCTPYKTUBHOMO BO34ECTBMSA Ha
3NEMEHTbI KPUTUYECKO MHADOPMALIMOHHOM MHCPPACTPYKTYPbI, a TakXe Ans nponaraHibl
Teppopuama 1 NpuBIEYEHNs K TePPOPUCTMYECKON AEATENbHOCTY HOBbIX CTOPOHHUKOB;

B) AN BMeLLUaTenbCTBa BO BHYTPEeHHMe Aena CyBepeHHbIX rocyaapcTB, HapylleHns
06LecTBEHHOr 0 Nopsiaka, pa3XuraHus MeXHaLumoHanbHOW, MeXpPacoBoOWi 1
ME>XKOH(PECCOHaNbHOM Bpax abl, NponaraHabl pacucTckmx 1 KCeHogobckmx naen nnm
TEeopwiA, MOPOX AAIOLWNX HEHABUCTb Y AUCKPUMMHALMIO, MOACTPEKAIOWNX K HAacKnio;[17]

r) ANsi COBEPLUEHUS NPECTYM/IEHUN, B T.4. CBA3AHHbIX C HEMPABOMEPHbLIM LOCTYMNOM K
KOMMbIOTEPHOW MHADOPMaLIMK, C CO3AaHNEM, UCMOTb30BaHMEM 1 PACMpPOCTpPaHEHNEM
BPELOHOCHbIX KOMMbIOTEPHbIX NPOrpamMM.

Mo oueHkam akcnepTtosl Industryl 4.0 He TONbKO yCUnuBaeT BCe BbiLLienepeyYncnieHHble
yrpo3bl gna MUB, Ho U co3paeT NPUHLUNUANBLHO HOBbIE.
[18]

LenctBntensHo, MHTerpauns u3nyecknx CUCTem c MHTepHeTOM genaet nx secbma
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yS3BMMbIMK K KnbepaTtakaM. ABTOMaTM3UPOBaHHbIE CUCTEMbI YNPaBNIEHNS, B T.4. KPUTUYECKM
BaXXHbIX 06 bEeKTOB, CNOCOOHbI CTaTb Nerkoi nobblyein KnbepTeppopmUcToB, KOTOPLIE CMOTYT
MaHWMNyNMpoBaTh NPOTOKO/IOM NPOV3BOACTBA WK NPOCTO Napann3oBaTtb 3TOT NPOLIECC.

ABCONOTHO HOBblE BO3MOXXHOCTUN NOSIBNSIOTCS ANS pa3paboTynmkos 1 obnapatenei
NHOPMaLMOHHOro opyXus, nbo kpome CLIA, ewé okono 100 cTpaH MMpa UMeloT B COCTaBe
Boopyx&HHbIXx cun nogpasneneHns Ans npoBeaeHust onepaunii B knbepnpoctpaHcTee.[19]

Lnsg noHMMaHnsa pasHuubl MeXay Buaamm nHpopmaumm n Buaamm BOVH paccMoTpuM
cnenytouwyto cxemy.[20]

Hoocdepa

Hugocpepa INFOWAR

Indpopuaumonns: £
BiviiH®R

Cyvberwar

Hn-"u.-luurnu.n

KubepnpoctpaHcTBOLl (aHr 1. cyberspace) — Metadopuyeckas abctpakums, ICnonb3yemas B
donnocoun 1 B KOMMNbIOTEPHBIX TEXHONOMMAX, ABNAETCS (BUPTYyanbHOW) peanbHOCTbIO,
KoTopas npencraBnseT MUP Kak «BHYTPM» KOMMbIOTEPOB TaK U «BHYTPU» KOMMbIOTEPHbIX
ceteli. EMy cooTBeTCTBYET KnbepBOWHa, T.e. TEXHOJIOTUYECKOEe
NnpoTUBO6GOPCTBO.

NHdochepa — 3T0 KNbepnpocTpaHCTBO MIKOC KOHTEHT. Eil cooTBETCTBYETUMHCPOPMALIMOH
Has BOMHa .B
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COBPEMEHHbIX BeO-cepBucax BecbMa TPyAHO OTOENUTb TEXHONOMMM OT KOHTEHTA. Tak, MHOrme
bpay3epbl UICNONb3YIOT arperaTopbl HOBOCTEW CO CBOE Nepapxmen nx BaXXHOCTMW.

Bort noyemy Poccus BbiCTynaeTt 3a AOCTUXEeHne AOroBopeHHOCTu no I/IHCbOpMaLIMOHHOIﬁ
6esona0|-|ocm, a ONMOHEeHTbl — 3a KldﬁepﬁeSOﬂaCHOCTb, 4yTOODI pa3Bsa3aTtb cebe PYKWU ons
BMeLuaTe/ibCTBa MEANaKOHTEHTOM BO BHYTPpeHHMe pgena CyBepeHHbIX rocynapcTB.

Hoocdpepa ("Hooc" B nepeBoe C rpeyeckoro - pasyMm) - 370 060/104Ka pasyma BOKpYr
nnaHetbl. E/ cooTBeTCcTBYET ceteueHTpuyeckas sonHal (CLIB). KoHuenuma CLIB
nossunack B CLIA B koHue 1990-x rogos. B CLIB Bce poaa Bovick, cpeacTsa CBA3u U
pasBenku, B T.4. BOEHHblE CMYTHUKW 1 BeCnunoTHble neTatesbHble annapatbl 06 beanHSI0TCS
B 04Hy cuctemy. B CLIB ncnonbaytotcs cynepcoBpeMeHHble MHPOPMALIMOHHBbIE U CETEBbLIE
TEXHONOrMM ANS UHTEerpaumm reorpagouyeck paccpenoTO4YEHHbIX OPraHoB ynpasneHus,
CpencTB pa3Benku, HabnaeHUs 1 LeneykasaHus, a Takxe rpynnupoBOK BONCK U
BbICOKOTOYHbIX CPEACTB NOPaXXeHNs B BbICOKOAAANTUBHYIO, FN0HaNnbHY0 CUCTEMY C LWMPOKUM
NCMONb30BaAHNEM CPEACTB Paan03NeKTPOHHON 60pbObI.

MNpumepom ceTeueHTpryecknx onepaunii ctpaH-4neHos HATO npotme Coto3HOro
rocynapcTea MoOXeT ObiTb cnegytowas cxema.[21]

,‘.‘__..i.“-lll-i-r ®F fraw Ty ; . -.mlﬂ'-"ﬂ_[":"-iq.f]
oA N R qﬂ'l m ﬂr_l, .
e AL AL e - - e

HLA T O,

W el S
o I w v o

W s

o o s R O
PO 1M C e

FLA T, O

B i i i s doh e i@
= - b n"ﬂ"_‘, =
J—, L LR TR G '!:'- Wi T E e = My
i |, SIS N S —————— L=l M‘ -
| o Frdan i ¥ ajge [ L { ‘q‘.'.l t'.-I'J:* ) L =1 |
) [ —— i P it o | ;.m ] i ad
e e L LR LT \ = T i &
] ﬁ_ﬂ # a0 A
HIES § e nna, ﬁ_: . - = Nl B i T i
[ Ee ey CETPTTTTT
- e A BB ~—_ " xoz « WS — T T n'.l:*-l-

-

10/15



14 noHsa 2016 .

B cBs131 co BckpbiThiM nabopatopueit Kacnepckoro doaktom knbepaTtak Ha rocyapCTBEHHbIE
n amnyypexaeHns Poccum ocoboe mecTo 3aHumaet Ykas MpesupeHta Poccum ot

150 anBapa 2013 r. 0 31c [22]. Ykas3
Bo3noxun Ha ®CHB Poccun cospaHne «rocynapCTBEHHOM CMCTEMbI OBHApYXeHMS,
npeaynpexmneHnsa n nmKkenoaunn nocneancTeui KOMMbIOTEPHbIX aTak Ha VIHCpOpMaLI,I/IOHHbIe
pecypcbl Poccuiickoin depepaunn - HOOPMaLMOHHbIE CUCTEMbI U
NHJPOPMAaLIMOHHO-TENEKOMMYHUKALUNOHHbBIE CETU, HAaXOOSWWEeCs Ha TeppuTopmm Poccuiickonm
depepaunn 1 B AUNNOMATUYECKMX NMPEACTABUTENBCTBAX M KOHCYNbCKUX YYPEX AEHNSAX
Poccuiickoin depepaunn 3a pybexoms.

Ha ocHoBe Ykasa b6bina paspabotaHa n yteepxaeHa MNpeanaeHToM Poccun (12 nekabpst 2014
r. Ne K 1274)0 «KoHuenuus rocynapCTBEHHON CUCTEMbI OOHAPY XEHNS, NPeaynpexXaeHns 1
NMKBUOALMN NOCNEACTBUA KOMMbIOTEPHbIX aTak Ha MHPOPMaLVOHHbIE pecypcbl Poccuinckoim
depepaunn»[23] (COMNKA).

COIKA - 310 TEXHONOrMK, a TakXe TeXHUYeckune, NporpaMmMHble, NPaBoBbIe,
NINHIFBUCTNYECKME, OPraHn3aLmoHHbIE CPEeACTBa, BK/OYas CETU U CpeacTea cBa3un, CpeacTaa
cbopa v aHanma3a nHgopmMauun, NOAAEPXKN NPUHATAS yNpPaBNEHYECKUX peLLeHW
(CMTyaLMOHHbIE LEHTPbI), NpeaHas3Ha4YeHHble Ons obHapyXeHus, npeaynpeXxneHms n
NMKBUIALMN NOCNEACTBUA KOMMbIOTEPHbIX aTak Ha nHgpopmpecypcbl Poccun.

BblwensnoxeHHoe ybeantenbHO nokasbliBaeT, YTO Ta CTpaHa, KoTopas OBnageeT BCEM
noteHumnanom HENK-TexHonoruii, B TOM Yncne B BOBHHO-MONNTUYECKOI cdhepe, crnocobHa
NONy4YnUTb HEOCMOPUMbIE MPENMYLLECTBA B reonoIMTUYECKON KOHKYPEHLNN.

B cuny atoro cpean npuopntetoB CTpaTermm HaumoHanbHo 6e3onacHoctn Poccun (n.70)
nocTaBneHa 3agaya pasBuUTUS NEPCNEKTUBHbBIX BbICOKUX TEXHONOrNA (FrEHHAs UHXEeHepus,

poboTOTEXHMKA, BUONOrnyeckne, MHEPOPMaLMOHHbIE 1 KOMMYHUKALMOHHbIE, KOTHUTUBHbIE

TEXHONIOMMW, HAHOTEXHONOT UK, NPUPOAONOA0OHbIE KOHBEPreHTHbIE TEXHONOMK).

OpnHoBpeMeHHO Poccusa npoaonxaeTt MHALMMPOBATh co3aaHune KomnnekcHom cuctemsl MG B
pas3nunyHblx popmatax cotpynHmyectea: OOH, BPUKC, OBCE, CHI', WWOC, OOKB v gpyrux
BaXHbIX MEXAYHAPOOHbIX N PErMOHANbHbIX NNowankax, a Takxe B ABYCTOPOHHUX
OTHOLEHNSAX CO BCEMU 3aMHTEPECOBAHHBIMU FOCYAaPCTBAMM.

11/15



14 noHsa 2016 .

Y6exeH, 4To AaHHas npobnema ctaHeT NpeaMeToM CaMoro NpucTanbHOro ANcKypca B
paboTe ["pynnbl NpaBuTenbCTBEHHbIX akcnepToB OOH no npobnemaTtuke MNB B 2016-2017 rr.

* %%k

B koHue masa 2016 r. B r. ['po3Hom npowna VII MexayHaponHas BCTpeya BbICOKMX
npencTaBUTeENein, Kypupyrowmx Bonpockl 6esonacHocTu. B eé pabote y4yacteoBanu
neneraunn n3 OOH n n3 75 cTpaH Mupa, YUCNEHHOCTb HaceneHus KoTopbix bonee 70% ot
BCeX npoxwusatowmx Ha nnaHete. Cekpetapb CoBeta besonacHocTn Poccuiickon ®enepaunn
H.M.MaTpywes no ntoram BCTpeyn 3aasun cnepyoulee.[24]

« ... NoApobHO paccMOTpPeHbI BOMPOCHI MeX AYHAPOAHON MHEpOpMaLUnoHHOM 6e3onacHocTu. B
4aCTHOCTW, FOBOPUNOCH 06 OCHOBHbIX MPUHLMNAX U NpaBuiax NoBeLeHWsl rocynapcTB B
rnob6anbHOM MHCPOPMALMOHHOM MPOCTPAHCTBE.

Moa4YepKHYTO, YTO BO3POC/IO YMCNO YrPO3 HALMOHANbHOW 1 MEX AYHAaPOOHOM
nHopMaunoHHol 6e3onacHocTu. K npumepy, KOMMNbOTEPHbIE aTakW Ha rocyaapCTBEHHbIE
NHTEPHET-PECYpPChbl KPYMHENWMX CTPaH MMpa eXerogHo NCHUCNSIOTCS AecAaTKamMyu MANTTIMOHOB.

[MpOTUBOCTOATL AaHHbIM Yrpo3am B OANHOYKY HEe Nog CUy HU OLHOM MUPOBOW AepXase...
MepBoo4yepenHoOl 3agayeit MOXeT cTaTb BbipaboTka yHUBEpPCabHbIX NPaBUA OTBETCTBEHHOIO
noBeeHNs rocynapcTs B MHPOPMALNOHHOM MPOCTPaHCTBE N NX NOCneayowee NpuHaTue noa
arnponn OOH.

OTMeuy, 4TO YMCNO CTOPOHHUKOB 3TOM UAEN HEYKJIOHHO pacTeT. [NoaTBepXAeHNEM 3TOMY
CNy>XWT COrnacoBaHHoe NpuHsaTue Ha 70-i ceccum MeHaccambnen OOH poccuiickoro npoekTa
pe3onoumMmn 0 Havane paboTbl HOBOro coctasa [ pynnbl NPaBMUTENbCTBEHHbLIX 9KCMEPTOB.

CoaBTopamm OOKyMeHTa cTanu 84 rocynapcTtBa, YTo NO3BONSET HageaTbcs, 4To ['pynna co
CBOEIl OCHOBHOI 3afa4yeil - BblpaboTKON yKa3aHHbIX MpaBu/ - CPaBUTCS.
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B undppoBsoii cdhepe AoNXKHbI AEACTBOBATb Takme obLenpraHaHHbIe

MeX AyHapOLHO-NPaBOBbIe MPUHLMMbI, KAK HEMPUMEHEHWE CUNbI U YTPO3bl CUNOWA, yBaXEHMWE
CyBepeHunTeTa, HeBMewWwaTebCTBO BO BHYTPEHHME Aena rocyaapcts. OAQHako ¢ y4eToM
cneunukn MHEPOPMaLIMOHHO-KOMMYHUKALIMOHHBIX TEXHOMOM Ml MOXEeT noTpeboBaTtbCs
paspaboTka HOBbIX HOPM MeXAyHapOo4HOro npasa...».
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